UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
XA HANH PHUOC DPiclap - Tw do - Hanh phiic

S6:177  /UBND Hanh Phuée, ngay 04 thang 6 nam 2024

VIV canh béo 15 hong an toan thong
tin CVE-2024-24919 ton tai trén
cac san pham cua hang Check Point

Kinh giri:
- Cong an x&, Ban Chi huy Quan sy X&;
- Céc co quan, don vi thuoc UBND X&;
- Céc co quan dong trén dia ban x&;
- Can b9, cong chirc va nguoi hoat dong khong
chuyén trach xa.

Theo canh bao cua Cyc An toan thong tin tai Cong van s6 995/CATTT-
NCSC ngay 31/5/2024 va Cong vin S6 1101/STTTT-BCVT&CNTT ngay
03/6/2024 cua S¢ Thong tin va Truyén théng vé viéc canh bao 16 hong an toan
thong tin CVE-2024-24919 t6n tai trén cac san pham cua hing Check Point;
Thue hién Cong van sd 1235/UBND ngay 03/6/2024 cia UBND huyén Nghia
Hanh; Chu tich UBND x& dé nghi cac co quan, don vi va toan thé can bg, cong
chirc co quan thyc hién mot s6 bién phap sau dé han ché céc rui ro vé nguy co
mat an toan thong tin, cu thé:

1. Kiém tra, ra soat cac hé thong thong tin c6 kha nang bi anh huong bai 16
hong an toan thong tin CVE-2024-24919 ton tai trén cic sdn pham cua hang
Check Point. Thyc hién nang cap 1én phién ban mai nhat dé tranh nguy co bi tan
cong.

2. Tang cuong giam sat va san sang phuong an xu ly khi phat hién co
ddu hiéu bi khai thac, tin cong mang; dong thot thuong xuyén theo doi kénh
canh bao cua cac co quan chirc ning va cac td chirc 16n vé an toan thong tin dé
phat hién kip thoi cac nguy co.

3. Khi phat hién cac hé thong c6 bicu hién bi khai thac, tAn cong mang,
trién khai ngay cac bién phap xur ly ngan chan tAn cong trén hé thong va thong
bao vé& bo phan VHXH x4 dé tong hop bao cao Doi Umg ctru sy ¢6 an toan thong
tin mang cta huyén Nghia Hanh va tinh Quang Ngai dé ¢ cac bién phap hd tro,
xtr ly kip thoi.

(Giti kém Phu luc théng tin vé 16 hong)

Dé nghi cac co quan, don vi, can bg, cong chirc va ngudi hoat dong khong

chuyén trach x& quan tam thuc hién./.

Noi nhin:
- Nhu trén;
- Phong VHTT huyén;
- TT Pang uy, TT HDND X4;
- CT, cac PCT UBND x&;
- UBMTTQVN xa va
céc td chitc CT-XH x&;
- Trang TTDT x&;
- Luu: VT.

‘Cao Vin Pat



1. Théng tin chi tiét vé 16 hong an toan thong tin trén Check Point

Trung tdim Giam sat an toan khong gian mang quéc gia, Cuc An toan thong
tin ghi nhan thong tin lién quan dén 16 hong CVE-2024-24919 t6n tai trén cac
san pham cua hang Check Point. Ld hong cho phép dbi tuong tan cong khong
can xac thuc doc ndi dung tap tin bat ky trén san pham Check Point Security
Gateways két ndi toi Internet va dang duoc thiét 1ap IPsec VPN Blade nam trong
nhém Remote Access VPN hoic Mobile Access Software Blade. L3 hong nay
hién dang bi khai thac trong méi truong thuc té. Hién 16 hong da duoc vé trong
ban cap nhat moi nhat cua hang Check Point.

L5 hong 1a mot 16i Path Traversal anh huong toi  endpoint
“/clients/MyCRL” ¢ chuic ning tra vé nodi dung cia tap tin trén may cha tng
dung. Endpoint c6 thé duoc truy cdp thong qua ca hai phuong thirc GET va
POST. Viéc khai thac thanh cong 16 hong Path Traversal cho phép d6i tuong tan
cong doc ndi dung tap tin tiy ¥ trén hé thdng véi ddc quyén cao (root).

2. Tai li€éu tham khao

https://support.checkpoint.com/results/sk/sk182336

https://labs.watchtowr.com/check-point-wrong-check-point-cve-2024-
24919/
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