UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
XA HANH PHUOC Poc 1ap - Tw do - Hanh phic

S6285  /UBND Hanh Phuée, ngay 23 thang 8 ndam 2024

VIV canh bao 15 hong an toan
thong tin anh hudng cao va
nghiém trong trong cic san pham
Microsoft cong b thang 8/2024

Kinh gtr:
- Céc co quan, don vi; Hoi, doan thé X&;
- Cong an x&;

- Can bg, cong chirc va ngudi hoat dong khong
chuyén trach x&;

Theo canh bao cua S& Théng tin va Truyén thong tai Coéng van sd
1887/STTTT-BCVT&CNTT ngay 19/8/2024 vé 16 hong an toan thong tin anh
huong cao va nghiém trong trong cac san pham Microsoft cong b thang 8/2024,
Thue hién Cong van s 2096/UBND ngay 23/8/2024 ctia UBND huyén Nghia
Hanh V/v canh bao 15 hong an toan thong tin anh huong cao va nghiém trong
trong cac san pham Microsoft cong bd thang 8/2024, Uy ban nhan dan xa yéu
cau lanh dao cac co quan, don vi va toan thé can b0, cong chuc co quan thyc
hién mot s6 bién phap sau dé han ché cac rii ro vé nguy co mat an toan thong
tin, cu thé:

7 1. Kiém tra, ra soat may chu, may tram c6 st dung hé diéu hanh Window§
de phat hién va xu 1y kip thoi cdc mdy chu c6 kha ndng bi &nh hudng bdi cac 16
hong bao mat sau:

1) Lc*), hong an toan thong tin CVE-2024-38063 trong Windows TCP/IP
cho phép do1 tugng tan cong thyc thi ma tur xa.

(2) LS hong an toan thong tin CVE-2024-38199 trong Windows Line
Printer Daemon (LPD) Service cho phép doi tugng tan cong thuc thi ma tir xa.
Thong tin chi tiét vé 16 hong da dugc cong bo cong khai.

(3) LS’héng an toan thong tin CVE-2024-38189 trong Microsoft Project
cho phép doi tuong tan cong thyuc thi ma tir xa. Lo hong hién dang bi khai thac
trong thuc té.

(4) 02 15 hong an toan thong tin CVE-2024-38218, CVE-2024-38219 trong
Microsoft Edge cho phép doi tugng tan cong thue thi ma tir xa.

(5) Ld hong an toan thong tin CVE-2024- 38193 trong Windows Ancillary
Functlon Driver for WinSock cho phép ddi tuong tan cong thuc hién leo thang dac
quyén. L3 hong hién dang bj khai théc trong thuc té.

(6) L3 hong an toan thong tin CVE-2024-38107 trong Windows Power
Dependency Coordinator cho phép doi tugng tan cong thuc hién leo thang dac
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quyén. L3 hong hién dang bj khai thac trong thuc té.

N 7(Tham khdo théng tin 16 hong va cach khdc phuc tai Phy luc Théng tin vé
[6 hong bao mdt kem theo Cong van nay)

2. Khi phat hi¢n cac hé théng c6 biéu hién bi khai thac, tin cOng mang,
trién khai ngay cac bién phap xu 1y ngin chin tdn cong trén hé thong va thong
bao vé UBND x4 (qua bo phan VHXH x&) dé tong hop béo cé4o Phong Vin hoa
thong tin huyén, Doi tmg ctru su ¢b an toan thong tin mang tinh Quang Ngii ¢c6
cac bién phéap hd trg, xur 1y kip thoi.

Yéu cau lanh dao cac co quan, don vi, can bo cong churc va nguoi hoat
dong khong chuyén trach xa quan tam chi dao thuc hién./.

Noi nhin:
- Nhu trén;
- Phong VHTT (béo céo);
- CT, cac PCT UBND x&;
- Luu: VT.




HLROSOFT

X

; Hanh Phuoc)

1. Théng tin cac 16 hdng an toan thdng tin

N TOAN THONG TIN

D ngay 23/8/2024

STT CVE Mo ta Link tham khao
- Piém CVSS: 9.8 (Nghiém
trong)
- M6 ta: Ld hong trong Windows | https:/msrc.microsoft.
L | CVE-2024-38063 TCP/IP cho phép ddi tuong tan | com/update-

cong thuc thi ma tur xa.

- Anh hudng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

guide/vulnerability/C
VE-2024-38063

CVE-2024-38199

- Biém CVSS: 9.8 (Cao)

- M6 ta: LS hong trong Windows
Line Printer Daemon (LPD)
Service cho phép ddi tugng tan
cong thuc thi ma tr xa. Thong
tin chi tiét vé 16 hong di duoc
cong bd cong khai.

- Anh huéng: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38199

CVE-2024-38189

- Piém CVSS: 8.8 (Cao)

- Mo ta: Ld hong trong Microsoft
Project cho phép dbi twong tan
cong thyc thi ma tir xa. L hong
hién dang bi khai thac trong thuc
te.

- Anh huéng: Microsoft Project

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38189
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STT

CVE

Mo ta

Link tham khao

2016, Microsoft Office 2019,
Microsoft 365  Apps for
Enterprise, Microsoft Office
LTSC 2021.

CVE-2024-38218
CVE-2024-38219

- Piém CVSS: 8.4 (Cao)

- M6 ta: L3 hong trong Microsoft
Edge cho phép dbi tuwong tan
cong thyc thi ma tur xa.

- Anh hudng: Microsoft Edge
(Chromium-based).

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38218

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38219

CVE-2024-38193

- Piém CVSS: 7.8 (Cao)

- M6 ta: Lo hong trong Windows
Ancillary Function Driver for
WinSock cho phép ddi tugng tan
cong thuc hién leo thang dac
quyén. LS hong hién dang bi khai
thac trong thuc té.

- Anh huéng: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38193

CVE-2024-38107

- Piém CVSS: 7.8 (Cao)

- M6 ta: L hong trong Windows
Power Dependency Coordinator,
cho phép ddi twong tin cong thuc
hién leo thang dic quyén. Lo
hong hién dang bi khai thac trong
thuc té.

- Anh hudéng: Windows 10,
Windows 11, Windows Server

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38107
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STT

CVE

Mo ta

Link tham khao

2012, 2016, 2019, 2022.

CVE-2024-38170
CVE-2024-38172

- Piém CVSS: 7.8 (Cao)

- M6 ta: L3 hong trong Microsoft
Excel cho phép dbi tuong tin
cong thuc thi ma tir xa.

- Anh huong: Microsoft 365

Apps for Enterprise, Microsoft
Office LTSC for Mac 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38170

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38172

CVE-2024-38171

- Piém CVSS: 7.8 (Cao)

- M6 ta: Ld hong trong Microsoft
PowerPoint cho phép d6i tugng
tan cong thuc thi ma tir xa.

- Anh  huong:  Microsoft
PowerPoint 2016, Microsoft
Office 2019, Microsoft Office
LTSC 2021, Microsoft 365 Apps
for Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38171

CVE-2024-38178

- biém CVSS: 7.5 (Cao)

- Mo ta: L hong trong Scripting
Engine cho phép d6i tuong tan
cong thuc thi mi tir xa. L hong
hién dang bi khai thac trong thuc
té.

- Anh huéng: Windows 10,
Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38178




STT CVE Mo ta Link tham khao
- Biém CVSS: 7.3 (Cao)
- M6 ta: L6 héng trong Windows
Update Stack cho phép dbi t .
Ap aAe ack ,?p °p <ot u’c,nfg https://msrc.microsoft.
tan cong thuc hién leo thang dac
A . . . .4 s .x | com/update-
10 | CVE-2024-38202 | quyén. Thong tin chi tiét vé 10

héng da duoc cong bd cong khai.

- Anh hudéng: Windows 10,
Windows 11, Windows Server
2016, 2019, 2022.

guide/vulnerability/C
VE-2024-38202

11

CVE-2024-38106

- Piém CVSS: 7.0 (Cao)

- Mo ta: L hong trong Windows
Kernel cho phép d6i tuwong tan
cong thuyc hi¢n leo thang dac
quyén. LS hong hién dang bi khai
thac trong thuc té.

- Anh huong: Windows 10,

Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38106

12

CVE-2024-21302

- Biém CVSS: 6.7 (Cao)

- M6 ta: LS héng trong Windows
Secure Kernel Mode cho phép
doi tuong tan cong thuc hién leo
thang dic quyén. Thong tin chi
tiét vé 16 hong da duoc cong bd
cong khai.

- Anh huoéng: Windows 10,

Windows 11, Windows Server
2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-21302




STT CVE Mo ta Link tham khao
- Piém CVSS: 6.7 (Cao)
- M6 ta: L3 hong trong Microsoft
Outlook cho phép ddi t th .
Au oK € 0,p~6p‘ o1 THong fan https://msrc.microsoft.
cong thuc thi ma tur xa.
com/update-
13 | CVE-2024-38173

- Anh huéng: Microsoft Outlook
2016, Microsoft Office 2019,
Microsoft Office LTSC 2021,
Microsoft 365  Apps for
Enterprise.

guide/vulnerability/C
VE-2024-38173

14

CVE-2024-38200

- Piém CVSS: 6.5 (Cao)

- M6 ta: Ld hong trong Microsoft
Office cho phép d6i tuong tan
cong thuc hién tin cong gia mao
(spoofing). Thong tin chi tiét vé
16 hong d3 dugc cong bd cong
Khai.

- Anh huéng: Microsoft Office
2016, 2019, Microsoft 365 Apps
for Enterprise, Microsoft Office
LTSC 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38200

15

CVE-2024-38213

- biém CVSS: 6.5 (Cao)

- M6 ta: LS hong trong Windows
Mark of the Web Security cho
phép d6i tuwong tin coéng vuot
qua co ché bao vé. L hong hién
dang bi khai thac trong thyc té.

- Anh hudéng: Windows 10,

Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38213




2. Huéng dan khic phuc

Bién phap t6t nhat dé kh§c~phuc 1a cap nhat ban va cho cac 16 hong an toan
thong tin noi trén theo hudng dan cua hang. Quy don vi tham khao cac ban cap
nhat phu hop cho cac san pham dang sur dung tai link nguén tham khdo tai muc
1 cta Phu luc.

3. Tai liéu tham khaio

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/8/13/the-auqust-2024-
security-update-review



https://msrc.microsoft.com/update-guide/
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